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EUTAC TAST-Safety & security plan
1. General Information

Mission:

Validation:
Created on / by:

Last Update / by:

The aim of this plan is the personal safety & security of each team member on mission.

In general, all activities of the team are subordinated to safety aspects.

All contents of this safety & security plan are valid for all members of the EUTAC TAST on (mission to XYZ - beginning of xx.xx.2010). This plan has to be continuously updated and passed to JUH LC Hamburg, Germany and the JUH HQ OPC Berlin, Germany.

Updates concerning this safety & security plan will be passed to the above mentioned contact points a.s.a.p.. Additionally, suggestions for updates by the above mentioned contact points should be integrated into this plan. The Teamleader is responsible for keeping the S&S plan up to date and that all contacts points and the team work with the identical version.
2. Security Phase according to UN MOSS Phases (Minimum of Security Standards)

Actual UN SECURITY PHASE: 
0 - No Phase
3. Important phone numbers
Please find below important phone numbers:

	Fire Service (local)
	

	Emergency Medical Service (local)
	

	Police (local)
	

	
	

	EUTAC TAST
	+49 xxxxxxxxxxxxxxxx
TAST@eutac-project.eu

	
	

	EU MIC
	+32 2 2988888
env-mic@ec.europa.eu

	JUH Logistic Centre Germany
	+49 40 80050390
office@juh-logistics.org

	JUH LC Emergency phone
	+49 40 180426428

	JUH Headquarters
	+49 30 
operations-centre@thejohanniter.org

	JUH HQ Emergency phone
	+49

	JUH Alert- and Information Centre (AIC)
	+49 221 8900945205
MIZ@juh-cologne.de

	CCD Command and Control Centre
	+357 22 403 400
mcc@cd.moi.gov.cv

	German Embassy in Country
	

	ZZZ (Embassy of EU presidency)
	

	German Joint Information and Situation Centre
	+49 
gmlz@bbk.bund.de

	
	

	International SOS London (Medical Insurance, for EXPERTS)
	+44 208 762 8008

	JUH MEDEVAC Cologne
	+49 221 89 10 33
alarmzentrale@juh-cologne.de

	
	


Mobile Phone Numbers of Team members

	XXX TL (EU CPT)
	

	XXX DTL (EU CPT)
	

	XXX Assessment Expert (EU CPT)
	

	XXX Assessment Expert (EU CPT)
	

	XXX Coordination Expert (EU CPT)
	

	XXX Coordination Expert (EU CPT)
	

	XXX MIC Liaison Officer (EU CPT)
	

	
	

	XXX TAST Coordinator
	

	XXX Deputy TAST Coordinator
	

	XXX TAST Safety & Security Officer
	

	XXX TAST Medical Officer
	

	XXX TAST Member
	

	XXX TAST Member
	

	XXX TAST Member
	

	
	

	
	

	
	

	
	

	
	


4. General behaviour outside the OSOCC and the Base of Operation

Generally, the movement of single team members outside the camp within the city of XXX is possible. Trips outside the city are only allowed according to the buddy system.

The team should not be divided:

· After sunset (apx. 18:30 hrs)

· While taking a large amount of cash (more than $ 2.000,-/person)

· During bad weather forecasts
· With changed or not assessed security situation
5. Travelling by car

Travelling by car on own risk with own driver should be avoided. However, international driving licences are accepted / not accepted. A local or international accepted driver should be used. 

Following travel possibilities are foreseen:

· Travelling inside the city area: cab or rented car with local driver

· Travelling outside the city area: rented car with local driver and interpreter
· Ensure that rented cars are fuelled at least half full
Planned travels are to be announced to all team members, OSOCC and the contact points. The car which is intended to be used is to be checked according to POWDERB (Petrol, Oil, Water, Defects, Electrics, Rubber and Brakes).

If communication during the travel phase is possible, changes are to be announced a.s.a.p.
If trips are done by car all doors have to be locked and all windows have to be kept closed.

While approaching vehicle checkpoints (VCP) the passengers should act according to READE (Recognize, Evaluate, Avoid, Refuse, Escape/Exit). The driver or the teamleader should only open the window a little bit and only handover copies of documents. If necessary, show the original ones at the window and try to avoid handing out original documents. All passengers should observe the situation around the car and are supposed to give information to all team members when something occurs.
If in case of car accident people are injured, the local police and the emergency ambulance service have to be called immediately.

5. Security of accommodation
The selected venue XXX, XXX ensures all criteria for a secure environment for over-night accommodation. 

Accommodation outside the city is to be validated according to:

· Location, Safety & Security issues are provided? 

· The secure protection (Security Service during night time) of the venue has to be checked.

· Neighbourhood and secure location in the near environment are to be evaluated out.
· Structural condition of the venue has to be assessed according to possible negative weather impacts, to storm and heavy rain fall.
· Is enough drinking water for all team members available?

· What about the situation concerning water, sanitation and hygiene?

Daily trips are to be planned in a way, that secure accommodation venues can be reached before sunset. 
6. Communication

For communication the TAST provide several communication equipment. In the first line are these local landline-phones, satellite communication via BGAN, E-Mail and internet connection. The TAST has to ensure, that at least one of the communication equipment mode is operational.

Use of satellite communication systems is allowed / not allowed.
The mobile satellite phone is intended to be used on (assessment) trips. The mobile phone should be covered during travelling around to avoid possible robberies.
Every communication is to be done in a way that there could be the possibility that third parties could get information about the transmitted information. Communication of confidential information should be avoided. It must be understood that all forms of communication can be listened to by third parties.
VHF-Frequencies: XXX
7. Money transfer and storage
The use of cash in XXX is unavoidable.

Large amounts of cash are to be stored at a secure location and every team member has to be aware of it.

Every team member gets 800 US$ cash before going abroad. This cash and all necessary documents for relocation and / or evacuation (passport, visa, tickets, etc.) are to be kept safe and readily available. The cash is intended for emergency or evacuation purposes. 
8. Evacuation in general

In case of evacuation the first point of contact is the XXX Embassy in YYY (country which actually holds the EU presidency). If something happens and this embassy cannot be reached, the second point of contact is the German Embassy in YYY. When travelling to the embassies should be avoided because of security reasons, the alternative way to leave is the airport of XXX. The team’s meeting point at the airport is XXX (e.g. bookstore, Mc Donald's, etc.). In this case the MIC and the JUH Alert and information centre (AIC) in Germany are to be informed a.s.a.p. if possible. If possible, the evacuation should be done with the complete team only.

9. OSOCC Evacuation in case of emergency

In case of fire or in other situations, where the OSOCC is to be immediately evacuated, the following tasks are necessary:

· If the OSOCC is set up inside an appropriate building, an evacuation plan of the building should be handed out to each team member.

· The meeting point for the team is outside the camp in the secure environment at XXXX (YYY° N, ZZZ° E).
· XXX YYY (TAST ICT) is responsible for carrying the main notebook and the external HDD. 
· XXX YYY (TAST ICT) is responsible for carrying box 1 of the 1st AMK with satellite communication, mobile phones, navigation systems, etc.

· XXX YYY (Safety & Security Officer) is responsible for the evacuation of the whole team including the EU civil protection experts. He / She should be the last person to leave. In case of a small fire he / she should assess the situation to see, if the fire can be extinguished by using the team‘s equipment.
· After evacuation of the team, the MIC and the contact points are to be informed immediately about the new situation and the possibilities of ongoing working processes.

10. Medical Treatment

· XXX YYY (Medical Officer) is responsible for providing medical treatment within his / her possibilities for the whole team including the EU civil protection experts. He / She should provide first aid and eventually Advanced Life Support. If additional medical service is needed (e.g. local emergency medical service (ambulance)), the Teamleader, the TAST Coordinator and the Safety & Security Officer are to be informed immediately.

· The nearest general hospital for medical treatment is located at:

XYZ General Hospital
XYZ Street
XYZ City
XYZ Phone
XYZ GPS Coordinates: xx° (N) YY° (E)
11. Medical Evacuation

In case a medical evacuation is needed for one or more team members the MIC and the JUH AIC in Germany are to be informed a.s.a.p.. Additionally the Team leader has to contact International SOS by phone +44 208 762 8008:

If International SOS cannot be reached in time, the TAST Team coordinator should inform the JUH AIC in Germany to clarify possible medical evacuation by Johanniter International Assistance (MEDEVAC Cologne, +49 221 89 10 33). 
12. Final acceptance

With my signature, I agree with the above mentioned points and I have understand all these points and tasks concerning behaviour and tasks which are to be done to ensure the team’s safety & security.
	Team Leader (EU CPT)
	Deputy Team Leader (EU CPT)
	MIC Liaison Officer (EU CPT)

	Assessment Expert (EU CPT)
	Assessment Expert (EU CPT)
	Assessment Expert (EU CPT)

	
	
	

	TAST Coordinator (EUTAC)
	Safety & Security Officer (EUTAC)
	

	TAST Member (EUTAC)
	TAST Member (EUTAC)
	TAST Member (EUTAC)

	TAST Member (EUTAC)
	TAST Member (EUTAC)
	TAST Member (EUTAC)


Annex I: EU Field Risk Assessment Model

· Threat assessment

Resources to gain necessary information:
- Governments
- Security Services
- Diplomatic
- Non-Governmental Organization
- Media
- Local Population 
· Vulnerability assessment

 Assess strengths and weaknesses of the team
- Lack of information
- Lack of training
- Poor host nation support
- Conflicting agency agendas
- Inexperienced analysts
- Quantity of information


Physical factors, functional factors, constrains in our options

· Risk analysis

- Using the information gained so far, the risk can be determined
- This is to be done by determining the potential impact and the likelihood
- It is the balance of those two factors that determine our level of risk

Impact is generally rated according to severity:
- Critical
- Severe
- Moderate
- Minor
- Negligible

Likelihood:
- Certain / Imminent
- Very likely
- Likely
- Moderately likely
- Unlikely

Now, by using the graph, it is allowed to prioritise and address the greatest risks first in both budgetary and time effort terms

· Options

Achieve the risk:
- Reduce our vulnerabilities
- Reduce the impact
- Reduce the likelihood
· Decide and Plan

- Decide which are best suited
- Prioritise their implementation
- Create a timeframe for implementation


· Implement

To carry out this plan a concerted effort must be made to stick to the timeframe. Be prepared to make these considerations a priority within the mission:
- Training
- Purchase of equipment
- Cancellation of some plans already in place
- Changes in personnel

· Review and Modify

The review should be conducted covering the entire process. It aims to ensure we are achieving what we set out to achieve. It might include:
- A ‘lessons identified’ agenda
- Identification of new threats
- Refinement and updating of the assessments
- Adjustments of the implementation plans if they are not meeting their goals

Assessing Security Risk in the Field - Tool
	Threat
Assessment
	Vulnerability
Assessment
	Risk Analysis
	Mitigation
	Risk acceptable
Y / N

	Threat
	Situation
	Weaknesses
	Strengths
	Impact
	Likelihood
	Risk-Level
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